
ACCESS
CONTROL
Designed to Federal Specifications

Controlling access, which to safeguards personnel and their 
families, and preventing unauthorized access to critical 
infrastructure and materials are critical requirements. This 
capability area focuses on programs and processes related to 
individuals’ validity and verification entering into, or already within 
a facility.

RECONASENSE 
Requirements

§ HSPD-12 

§ FIPS 201

§  FIPS 140-2

§ ICD705

§ UL1076 Definition: Risk-Adaptive Access Control 
(RAdAC)

Privileges are granted based on the combination of user 
identity, mission need, and security risk level that exists 
between the resource being accessed, and the user. 

Risk-Adaptive Physical Access Control System 
(RAdPACS)

Risk-Adaptive Physical Access Control System (RAdPACS) 
provides modern enterprise-wide management and 
enforcement capabilities for physical access privileges. 

RAdPACS modernizes the management of credential 
enrollment, validation, verification, authorization, mitigation 
and revocation of physical access credentials. The real-time 
evaluation of situational awareness data drives corresponding 
risk-adaptive adjustment of access levels to ensure policy 
compliance.

This effort allows facilities to improve safety, security and 
efficiency with automatic adjustments of physical access 
privileges according to real-time risk-based analysis.
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Pending Considerations:

FIPS 201-3

§ Alternative Authentications

§ Advanced Federation

§  Identify Proofing

§  Logical Access Integration
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About ReconaSense

ReconaSense® is the first COTS risk-adaptive framework with FICAM certification that can uniquely help identify 

Insider Threats via real-time data transformation, evaluation and automated policy adjustments.  We protect 

federal, military, state, and other critical infrastructures requiring top-grade security with insider threat detection 

and our unification platform.
  
ReconaSense is privately held company headquartered in Austin, Texas.
Visit www.reconasense.com to learn more.

Interested in a demonstration?

Email us at insider@reconasense.com or call us at +1 512.220.2010.


